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VYBaxxaemslii Hukonait [letpoBuu!

B nocnexnue roxel Ha Tepputopuu I[leH3eHCKO#H 007acTH HAMOOJNBIIYIO
aKTyaJlbHOCTh IpUOOpeTaeT mpoOjeMa COBEpUICHHS MOIIEHHUYECKUX IeHCTBUMN
B OTHONIEHWH  TpaXJaH C  HCIOJIb30BaHHEM  COBPEMEHHBIX  CPEICTB
TEJIEKOMMYHUKAIIHH.

3a 3 mecsana 2023 roga Ha TEpPUTOPUH PETUOHA 3apPETUCTPUPOBAHO 776 BakToB
MOILICHHUYECTBA, U3 KOTOPBIX 565 OBLIM COBEpIIEHBI JUCTAHIIMOHHBIM CIIOCOOOM
C HCIIOJIb30BAaHUEM CPEJICTB CBA3M U ceTh MHTepHeT, yTo Ha 145 dakToB Goblie,
YeM 3a aHaJoTu4HbIi nepuox 2022 ropa.

Haubonee noaBepkeHHBIMUA TAKOMY BHY NPECTYIUICHHH SBISIOTCS TTOXKHIIbIE
JIOAW  WIM  JOBepYMBbIe TIpaxgaHe. MolleHHUKH, o00nagas  XOpOLIMMH
KOMMYHHUKAaTUBHBIMH CBOMCTBAMHM, a TakKXe HEPeAKO WCIOJb3Ys W3IIUIIHIONI
JAOBEpYUBOCTh TpakJaH, BBOAAT MX B 3a0NyXIE€HHE C IEIbI0 HCIIOJHEHUS CBOEro
NPECTYMHOro 3ambIcia. YacTo NpecTYymHHKH IOCTHraloT ycIliexa TOJbKO 3a CYeT
HE3HaHUs IpaKAaHaMH HCII0JIb3YEMBIX IIPECTYITHBIX CXEM, MEXaHU3MOB U CIIOCOOOB
NPENOCTAaBICHUA JOCTyNa K JIMYHBIM cyYeTaM U OaHKOBCKMM IIporpamMMam
yJIaJeHHOTr0 JOCTYIIA.

BOJIBIINHCTBO NUCTAHIMOHHBIX MOIIEHHHYECTB COBEPIIAETCS MOCPENCTBOM
WHTEPHET-CEPBUCOB /ISl pa3MelleHHs OOBABIEHUH O TOBapax, yCiyrax, TaKuX Kak
«AButoy», «fOna», «Jlpom», B3IOMa CTPaHHI B COUMANBHBIX CETAX, NPH 3aKase
TOBApOB B  HMHTCpHET-MarasvHaX, IIOCPEICTBOM  Tele(GOHHBIX  3BOHKOB
OT COTPYAHHUKOB GAHKOB IO BOIPOCAM KPEAUTOBAHHUS JTUOO GIOKMPOBKH OaHKOBCKHX
KapT, OT POJCTBEHHUKOB, MONAaBIIMX B Oely, a Takke IO BOMPOCAM KOMIIEHCAIIUU
JACHEeXHBIX CPEICTB 3a paHee npuobpeteHHble BA JIEI.

HaunGonee aspdexruBrOM Mepoil mpenynpexneHus U IpodHIAKTHKA TAKHX
NPECTYIUICHUH SIBIIETCS MOCTOSIHHOE HH(GOPMUPOBAHUE TPaXIaH o crocobax
¥ METOAAX IPOTHUBOAECHCTBHS IPECTYIIHBIM CXEMaM, B TOM YHCIIE C UCIIOIb30BAHUEM
BOSMOXKHOCTEH — YYPeXACHAH W  OpPraHM3alMi, OCYIUECTBIAIOMHUX  paboTy
C HaceJIeHUEM.

B CB3M C M3NOXKEHHBIM IIPOIIy pAacCMOTPETh BOMPOC 00 OpraHU3aIUHU
Ha Tteppuropur IleHseHckoid o6macT MHGOPMHUPOBAaHMS TPaXITAH O CIIOCOHAX



U MeTolax MpeAylpexIeHHs COIMaJbHOrO MOUICHHHYECTBA, pa3MeIlIeHHUs
NpoQHUIAKTUYECKUX MaTepHaioB Ha COOCTBEHHBIX HMH(OPMAIMOHHBIX pecypcax
U B IOJBEJOMCTBEHHBIX YUPEXKICHHUSIX, a TaKKe IMpPeIyCMOTPETh TPAHCISALMIO
BUJICO- U ayJUOMAaTEePHAIIOB Ha JOCTYITHBIX CPEeCTBAX HH()OPMHUPOBAHUS HACETICHHUS.

[Tpunoxenue: 1o Texcty Ha 6 1., B 1 3K3., B aapec.
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JlekapcTBO OT MOIIEHHHKOB: HHCTPYKIHS M0 PHMEHEHHI0
Cemv «HE», komopbvie nomozym eam cbepeyv c80U OeHb2U.

XKuteneit [lenzenckoit obmactu BcE yame arakyroT oOMaHIIUKA. OHE MOTYT IOJKPACTHCS K
BaM ¢ J00o# cTopoHBl. llo3BoHMTh 1o Tenedony. ChenmaTh 3aMaHYHMBOE NPEAJIONKEHHE B
conuanbHbIX ceTax. [lonoitu Ha ynune. OHU IEHCTBYIOT COTHSIMU Pa3HBIX CIIOCOOOB.

Yem omnacHbl MOIIEHHUKH? Eciu BB MOBepUTe UM, OHH JHIIAT Bac jAeHer. M, Bo3MOXHO,
JPyroro LeHHOT0 UMYIIIEeCTBA.

Kak coxpaHute cBOM JeHBrH? 3allOMHHUTE IPOCThIE IMpaBWJIa 3alIUTHl  OT
3JI0yMBIIUICHHUKOB. Pacckakute 0 HUX CBOMM POJICTBEHHHKAM, JPY3bsSM M 3HAKOMBIM, KOJUIEraM
Ha pabore. M BcnoMuHaiiTe 3TH npaBuiIa Kax/ sl 1eHb. UTOOB 0OMaHIIMKKY HE CMOIJIM 3acTaTh Bac
BPACIUIOX JIa)kKe HOYBIO.

Bot 3t npasuna.

Nel. He noBepsiiiTe He3HaKOMIam!

ITouemy? MOIIEHHUK MOXET MPEACTaBUTHCA KEM YrOJHO — OCOOEHHO €CJIM BCTYHAeT C
BaMH B KOHTaKT Ha PaCCTOSIHUH.

Yem 3mo 2po3um? Ecnu BBl eMy IIOBEPUTE, OH CTAHET Bac MyraTh (HalpUMep, CKaXEeT, 9TO
C Balllel KapThl IBITAIOTCS IOXUTUTH JCHBIM WM Ha Ballle UMsl KTO-TO IIOCTOPOHHHM B3sUT KPEJIUT).
Wnu nocrapaercs BBecTH B 3a0iyxaeHue (K mpuMepy, yOeIUT, YTO BaM IOJIAaraeTcsi COlUaIbHas
KOMIICHCAIUS UJTH TIPH3).

Ymo Oenams? Ecny BaM NO3BOHHJI HE3HAKOMEIl, CIPOCHTE y Hero (GaMuivio, UMsS U
OTYECTBO, MECTO PAbOTHI M JOJDKHOCTh, KOHTAKTHBIN Tele@oH. Y TOYHHUTE, 10 KaKOMY BOIIPOCY OH
Bac OecriokouT. Ckaxkute, 4yToOBI OH IEpe3BOHWI BaM depe3 10 MHUHYT. A caMH B 3TO BpeMs
obpaTuTech K CBOUM POJICTBEHHHUKAM, 3HAKOMBIM HJIH COCEISIM. PacCKa)kKUTe UM O TOM, KTO H JUIS
4ero BaM 3BoHMIIL. ITocoBeTyiiTech ¢ HUMHU, KaK JeHCTBOBATH JAJIbIIIE.

Ne2. He nyckaiiTe He3HAKOMIEB B 10M!

ITouemy? Bam oM — Bama kpenocts. [loka BXo/Has 1Beph 3aKphITa, BBl B 0€30IIaCHOCTH.

Yem 3mo zpo3um? Kak TOIBKO HE3HAKOMell (MM HE3HAKOMKA) C AYPHBIMH HaMEPEHUSMHU
OKas3aJics B BalleM JOME, OH II0JIy4aeT BO3MOXHOCTh OTBJIEYh BaCc U BIIYCTHTH COOOIIHHUKOB,
KOTOpPBIE HE3aMETHO /ISl BaC IOXUTST JEHbIU U UMYIIECTBO.

B npyroMm ciydae oH MOXET BBECTH Bac B 3a0IyxJaeHHE (HAIpuUMep, CKa3aTh, YTO HYKHO
MEHATh «CTapbley» JCHBIUM Ha «HOBBIE» WM BaM HYXHO IPOBEPUTh CUYETYMKUA WM Ta30BOE
00opyIoBaHKE) U IIOJ STUM IIPEJIOrOM YKPaCTh Ballld COEPEeIKEHHUS.

Ymo oenams? Ecnu X BaM JOMOM IPUIUIA HE3HAKOMIIBI, MPEACTABHIIUCH COTPYIHUKAMHU
COLMAJIBHOM, KOMMYHQJIBHON WM JIIOOOH Ipyroi ciry>xkObl, MOIPOCUTE UX Yepe3 IABeph IPOMKO U
OTYETVINBO Ha3BaTh CBOU (AMMIIHIO, UMS M OTYECTBO, MECTO PabOThI M HOJDKHOCTH, a TaKXKe
KOHTAKTHBIHA TeneQoH opraHu3anuy, KOTOPYIO OHH IIPEICTABIISIOT.

3anMmMTe 3TH JaHHbIE. 3aTeM II03BOHHTE II0 YKa3aHHOMY TeleOHYy M YTOYHHTE,
JEUCTBUTENILHO JIX TAKOH COTPYOHHMK paboTaeT B JAHHOM YUPEXKJICHHH U B CBSI3U C BBHINOJTHECHHEM
CIIy)K€OHBIX 00s13aHHOCTEH JI0JDKEH HaXOIUThCS B BAIIIEM JIOME.

Ne3. He nepeuncasiiTe JeHbra He3HAKOMIAM!

ITouemy? TlpecTynHUKY HE HY>KHO JIOMHTBHCS B Balll IOM HJIM I'paOUTh Bac Ha YIHIE, €CIIH
BBl TOTOBBI CAMH OT/AATh €EMY JICHBTH.

Yem smo zposum? Ecnu Bam 00€maroT BBIAATH KPEIUT HA YCIOBHAX, B KOTOPBIX
OTKa3bIBAIOT Jpyrue GaHKH, TOBOPST, YTO BaM BBINAJ IIPU3 B HECKOJIBKO COTEH THICAY pyOIIei miu
yOEXIaloT, 9TO BaM II0JIaraeTcs KOMIIEHCALMs 33 HEeKa4eCTBEHHbBIE Ipenaparsl — OyabTe Haueky.
Bam ckaxyT, 9To yepe3 JEeHb BBl CKa304HO paszborareere — a IJisi 9TOrO HYXHO IEPEBECTH Ha
9y)KOH CYET HEOONBUIYIO CyMMY B KayecTBE CTPAXOBKH, I'OCIHOIUIHHBI WK IIOJ[ JIFOOBIM JIPYTUM
npexanorom. Eciu Bel moBepure, To pa3doraTeroT TOIBKO MOIIEHHUKH.



Ymo denamp? IloMHMTE: eclM YeIOBEK BBIMIPACT IEHEXXHBIA MPHU3 B IOCYJApCTBEHHYIO
norepero, To Hajorun oH martuT [IOCJIE Toro, xak momy4ut BBIMTpEINL. [lo3Tomy, eciu BaMm
00emaroT BBIAATh KOMIIEHCAIMIO MUIM BBIUTPHINI IO KaKOH-HHOYIb aKIMH, IONPOCHTE CHadaja
IIEPEYHCIUTE BaM BCIO CyMMy. OOBSCHHTE, YTO TOJBKO IOCJIE 3TOTO FOTOBBI BEPHYTh BCE HAJIOTH,
TIOIIIMHEI ¥ OIUIATUTh YCIYTH CIEIHATMCTOB, KOTOpPhIE IKOOBI BAM ITOMOTAJIH. )

Ecnu BaMm roBopsT, 4To Ha CcY4€T Bamied OAaHKOBCKOW KapThl IMEPEYUCIIHIM OIpEICIEHHYIO
CYMMY H IIPOCST BEPHYTH €€ 00paTHO, CKaXUTE, BaM CJIeyeT BHaYalle 0OpaTUThCS B OaHK (JIMYHO B
OTJENICHHE WM 110 TeaeOHy «ropsued JUHUUY, yKa3aHHOMY Ha 00OpOTe KapThl) H YTOYHHTH,
JICUCTBUTEJIBHO JIM Ha Balll CYET IOCTYNHUJIA Takas CyMMa. Eciu 3TOro He MpPOH30MLUIO, 3HAYMT, C
BaMU rOBOPSAT MOIIEHHHUKH, H Pa3rOBOP C HUMH ClIeIyeT IPEKPATHUTh.

Ned. He coobmaiiTe mocTopoHHHM JaHHBbIE GAHKOBCKON KapThl M MHPPOBbIE KOIbI H3
cmc!

Ilouemy? bamkoBcKas Kapra — KIIOY K BamemMy OaHKOBCKOMY cuéTy. COOGIIUTH
IIOCTOPOHHEMY JIaHHbIE CBOEH KapThl — BCE PaBHO, YTO JIaTh €My KJIOY OT CBOETO JI0MA.

Yem 3mo zpo3um? Be3onacHO MOXKHO COOOUIATH HE3HAKOMOMY 4elIoBeKy Toibko HOMEP
KapTel — JUIS IIEPEBOJIA ACHET 9TOr0 JI0CTaTOYHO. EC/IM MOCTOPOHHHI YeIOBEK y3HAET BCE JNaHHBIE
Ballell OaHKOBCKOM KapThl — Takhe, Kak eé CpoK IeHCTBHS, KOJ O€30MacHOCTH ¢ oOpaTHOH
CTOPOHBI, Ballld UMs ¥ (haMHIIUIO, — €My OCTAHETCsS BCETO OAMH IIar O TOrO, YTOObI OOYHUCTHTH
Balll CYET 10 KOIECHKH.

Hocnenuuit pyGex 3amuTst — nuppoBoit Koa U3 cMc-coobuienus. Ec/u BB COOBIHTE 3TOT
KOl HE3HAKOMITY, MOXXETE Cpa3y e IONPOUIATECS CO BCEMHU JIEHbIaMH, KOTOPIE XpaHUTE Ha CUETeE
B OaHKe.

Umo oOenamv? Eciu wuHesHakoMel] IOX JIOGBIM IIPEJUIOrOM  3allpallliBaeT y Bac
MHPOPMALMIO O JaHHBIX Balledl GaHKOBCKON KapTsl (KpOMe HOMepa), cpa3y e HpeKpaliaiiTe
pasroBop. Tak IeHCTBYIOT TOJIBKO MOIICHHUKH!

NeS. He nokynaiire ToBap, e morporas ero!

Ilouemy? B vHTEpHETE MHOTO 3aMaHYMBEIX HPEUIOKEHHI IPUOOPECTH TOBAPhI, KOTOPHIE B
ABa-TPU-YCTBIPE pasa JICWICBIIE, YeM B MarasuHe. OJHAKO YeM HHJKE IIeHa, TeM BBIIIE BEPOSTHOCT
CTaTh )XEPTBOW MOIIEHHUKOB.

Yem smo zpo3um? Bam oGemaror mpoxats TOBAap Ha BBITOJHBIX YCIOBHSX IIPH YCIOBHH,
dro  Bbl mepeuncnaute 100-mpouentHyio mpenormiary. Mim rosopsr, 4rto TOBAp HPUILIIOT
HAJIO)KCHHBIM ITTATEXKOM: 3TO KOTZa BBl CHa4asa IIaTHTE 3a MOCBLIKY, H TOJIbKO TOTOM [oJIy4yaere
BO3MOXKHOCTE €€ OTKpBITh. B oTOM cilydae BaM MM He NPHCHUIAIOT HHUYETrO, HITH IIPUCBLIAIOT
COBCEM HE TO, YTO BHI 3aKa3aJIH.

Ymo odenamy? V3beratb cnenok ¢ 4acTHIHON JHOO MOTHOM npenoriaroi. Bribupaiite
TaKHe yCIOBHS, IPH KOTOPBIX TOBAp CHAaYasla MOXKHO OCMOTPETh, II0TPOTaTh H MPOBEPUTH, U TOJIHKO
3aTeM IUIATUTH 33 HETO. DTO BO3MOXHO, €CIIH [0JIb30BaThCS YCIyraMu KypbepcKo# pocraBku. B
JTOM CJIyHac TOBap OIJIAYHBAIOT TOCIIE BCKPBITUS IIOCKUIKA B IPUCYTCTBHH Kyphepa. DTo yOepexer
Bac OT CHTyalllH, KOTla ACHBIU 32 TOBAP OIUIATHJIHM, HO BEIIb Tak U HE MOy IHIIH.

Ne6. He BepbTe npocs6am 010/0KHTE 1eHbIH!

Ilouemy? Jlxonu Bcé Gonble 06IMAIOTCS B COLCETSIX. Wuornma naxe vaie, yem B peapHOM
Ku3HU. ITosTomMy K mepenucke B MHTEpHETE MHOTHE OTHOCSTCS TaK, KaK OyJITO pa3roBapHBaroT ¢
9E€JI0BEKOM BXKHBYIO.

Yem 3mo zposum? OpHaxxapl B COUMATLHOH CETH BEI [OJIy4aeTe OT 3HAKOMOIO
[0JIb30BaTENA COOOLIEHHE O TOM, YTO y HEro Opar B GOJBHHIE U HY)XJIa€TCsd B orepanuu /
HCMPUATHOCTH Ha pabote / emE ThICSYa IPUYUH, 10 KOTOPBIM aBTOPY COOOIIEHUS CPOYHO HYyKHA
SHaYHTC/IbHAs CyMMA, KOTOPYIO OH IPOCHT Y Bac B IONT. ECIIH BBl IOBEpHUTE U IIepeYnCIUTE NeHBIH
Ha yKa3aHHBIH B COOOIIEHNN CYET GAHKOBCKOH KApThI, 0GPATHO BBl HUYErO HE IIOJTyYHUTE.



Ymo denamp? IlonyuuB coobuieHHE ¢ IPOCHOOH OJOJDKHUTH JEHBIH, CBSDKHTECH C €ro
aBTOPOM JIIOOBIM CIOCOOOM, KpOME COLMATIBbHON CEeTH, U COOOIMTE, YTO €ro aKKayHT B3JIOMAIIH.
Takue npockObI Yepe3 HHTEPHET MUIIYT TOJBKO MOIICHHUKH!

Ne7. He ycranaB/inBaiiTe Ha cBoii TesiepoH MOA03pHTEIBHBIE IPHIIOKEHH !

Ilouemy? BONBIIMHCTBO M3 HAac yIpaBiiseT CBOUM OAHKOBCKHM CYETOM uepe3 TelleoH —
uepe3 opHIHaTbHble OAaHKOBCKHE IIPUJIOKEHHS WM ITyTEM IIOJyYSHHS U OTIIPABKU COOOLIEHHH Ha
KOPOTKHH HOMep GaHKa.

Yem s’mo zposum? Ecmu y Bac MOOWIBHBIA TenepOH C ONEPAIOHHOM CHCTEMOMN
«AHZIpOM», BBl — B 30HE IOBBHIIIEHHOIO PUCKAa. BO MHOTHX NpPHJIOKEHHSX, pa3pabOTaHHBIX IS
«AHIpOMJAY», €CTh yA3BUMOCTH. MOIICHHHKH MOJIB3YIOTCS 3THM, YTOOBI BHEIPUTH B IIPHIOKEHUS
BHPYCBI, KOTOPbIC 3aTeM II03BOJAT MM YIPaBIATh BAlIMM Tele(OHOM U Yepe3 Hero MOXHUINATh
JICHBI'Y C Balero 0aHKOBCKOIO CYéTa.

Hpyrast omacHocTh — Korja oOMaHIIMKH IO TelnedOHy MpecTaBISIOTCS COTPYIHHKAMH
0aHKOB M Mpe/IaraloT YCTAaHOBUTb INPHIOKEHHS, C IIOMOINBIO KOTOPBIX SIKOOBI MOYKHO
PeI0TBPATUTh MM OJIOKMpOBaTh Kpaxy JAEHer ¢ Bamero cuéra. Ha camom nene pesynbTar Gymet
TOT )K€ CaMBbI¥ — C BalIero cuéra HOXUTAT BCE 10 MOCIIEAHEro pyoIIs.

Ymo oenams? VcranoBUTH Ha CBOM MOGHIIBHBILA Tene(OH aHTUBHPYCHBIE porpaMmsL. He
CKauMBaTh MPUJIOXKEHUS U3 HEHAI&KHBIX MCTOYHUKOB. HuKOrna He ycTaHaBIMBaTh NPHIOKEHHS 110
COBETY HE3HAKOMIIEB.

3anoMHHTE 5TH CeMb NPABUII U CIIEAYHTE UM B JTIOGOH CHTyaluu. A ecid y Bac BO3HHKHYT
COMHEHH, BBI BCET/IA MOKETE OOPATHTHCS 3 IOMOIIBIO M COBETOM 110 Tetedonam momumun: 02 (co

cTanuoHapHoro Tesnepona) umm 102 (¢ MobunsHOrO TeNnehoHa).

Mamepuan noozomosnen npecc-cnyyucooii YMB/] Poccuu no Iensenckoii obnacmu
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OCTOPOXHO:
MOLUEHHUKMK!

HE [JAUTE CEGS OBMAHYTD!

WHTEPHET-MOLUEHHWKH TEJIE®@OHHLIE MOLUEHHWUKH

B/IOKMPOBKA BAHKOBCKOK KAPTbI

Coob6uieHue 0 6nOKUPOBAHUM GAHKOBCKOM
KapTbl C HOMEPOM, N0 KOTOPOMY HYXHO
no3BOHUTL. Llenb — y3HaTh NUYHBLIA Kof
6aHKOBCKOW KapTbl.

0EbABNEHUE O NOKVIKE

MolueHHUKK-NoKynaTenu
CNpalUMBalOT PEKBU3UTDI
0aHKOBCKOI KapTbl U
(unu) cme-kop sKo6bI gns
nepeyucnenns aexer 3a

NONYYEHKUE BbIUTPBILLA
(Kkomnexcauuu 3a NOTEPAHHbLINA BKNaA)

MowieHHMKYM COo06LLAOT 0 BbIMrpbILLE
TOBap, NOCNE Yero npu3a, BO3MOXHOCTH NONY4EHNS KOMNEH-
NOXWILAIOT JEHbIY C cauun 3a nmepﬂHHblﬁ m(n);(in B “(b““a“‘-‘

COBYI0 nupamupy>» W 1.n. XXepTBe MOXHO
S2oyRma b 3abpatb ero, 3annaTMB Hanor UK nnary
AIK0ObI <33 COXPAHHOCTb 1EHEr».
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MHTEPHET-MOLLUEHHUYECTBA
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qu;quun fleHer Noj BUAOM Npoaaxu : Mpwu ocymectsneﬂﬁy :
TOBapa HeHafaneXawero Ka4ecrea, He Ha CaWT yXe W3BecTH

COOTBETCTBYIOLLErO 3afABAEHHOMY, C bankos unu opramﬂa

MCMONBL30BAHMEM HHTEPHET-NIOWAA0K BHWMATENILHO U3YHYUT

Fledud OTKPbIBLUYIOCA CTPAHULLY
[5:] e OHa MOXET 0Ka3aThCA ABOHHUKOM

Momeuuuxu cosnnloT Sy
un'repue'r-caurbl

"NBOMHMKK" no
npogaxe ToBapos,
 KOTOpbIe MAEHTUYHbIA
. OPMIrMHaNbHLIM

‘ I'lpop,a)xa
nétyugecrayoom.eﬁ
B peanbHOCTH
‘ npop.yxuun B NXKe-
. MHTepHeT MarasuHax

 XuweHue peHer c 6aHKOBCKUX cueToB  Hy

dmzuqecxux NWL, NPU UCNONBL30BAHWUM
uenpanouepuoro nocTyna K
uxoacmu Kaptam norepnemuux




